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Controller vs Processor; who is liable?  
The Hellenic Data Protection Authority (HDPA) recently issued its Decision 32/2025, which highlights key problems in how companies in the insurance sector handle customer’ personal data, and cooperate with the Authority. The matter started when an insured under a dental care program complained that he could not obtain copies of his recorded phone conversations, despite repeatedly asking both the insurance company and their healthcare partner. The latter, which ran the call center for the dental network supporting the program had been consistently ignoring the insured’s requests, while the insurer had been claiming that they didn’t have access to the recordings and kept encouraging the customer to contact the call center directly.
While investigating the case, the Authority found that the cooperation agreement between the insurer and the healthcare partner showed that the latter had been operating the call center under the insurer’s supervision and was obliged at the same time to send regular reports to the latter.  The Authority ruled that the insured was right to consider the insurer as his main contact to which he could primarily address his data-access requests.
As the insurer failed to ensure that the data processor was properly handling the customer’s requests and did not provide the requested recordings, the Authority fined them with a €20,000 fine for violating its obligations as a data controller under the GDPR and Greek law 4624/2019. The call center, on its part, next to ignoring the data subject’s requests, also failed to cooperate with the Authority’s investigation by failing to submit the required documents, , for which it was fined with a €2,000 fine. .
The right of access is a core GDPR right, enabling individuals to know and control how their personal data is processed. It underpins other rights such as for rectification, erasure, objection, and restriction of processing. According to EDPB Guidelines 1/2022 the timely handling of access requests is crucial. Unjustified delays or negligence by the data controller or processor obstruct this right, though the impact of such delays is assessed on a case by case basis and takes objective difficulties into account. 
In this case, the HDPA through its ruling provided guidance as to the circumstances that distinguish the notion of the data controller from that of the data processor.  Under the cooperation agreement, the insurer determined the purposes and means of processing the telephone call recordings managed by the call center. For customer service and quality control purposes, the agreement set clear and specific operational requirements and asked the call center to have the means in place which would make possible the recording and de-recording of the calls and their transmission of the calls in a compatible format. The call center should record, transcribe, and transmit call records to the insurer upon request no later than the next working day. The call center was also required to submit monthly call logswhich would include at least a detailed statement of calls based on a specific template, while all recordings and related data belonged exclusively to the insurer. The insurer retained full responsibility before the supervisory authorities.  In this sense, the insurer specified the purpose of such processing, i.e. "...recording, transcribing, and sending calls in a compatible file format to the insurer for customer service and quality control purposes".
Under this constellation, the Authority concluded that the insurer was acting as controller for the processing of the insured parties’ calls, regardless of the fact that it did not have initial direct access to the recordings, and irrespective of whether the call center was acting as data processor or joint controller. 
In view of the above, the HDPA decided that the insurer violated the data subject’s right of access by delaying or obstructing requests for call recordings, and the call center failed in its duty to cooperate. In determining the fines, the HDPA considered factors including the nature, scope, and severity of the infringements, the conduct of the companies, their financial turnovers and the impact on data subjects.  
The decision highlights that data controllers must ensure compliance by processors, supervise the proper service of the latter’s contractual and regulatory obligations such as the timely provision of the personal data, and underscores a trend by the HDPA toward stricter sanctions compared to earlier practices, moving beyond mere recommendations or reprimands.
While the allocation of liability between the data controller and the processor primarily governs their internal contractual and legal relationship, it indirectly affects the rights of the data subject. The GDPR ensures that the controller remains ultimately responsible for safeguarding the subject’s rights under Articles 12–23 GDPR. The clear contractual allocation of responsibilities and oversight mechanisms is essential to ensure that data subjects can effectively exercise their rights and data controllers can comply with their legal and regulatory obligations when they outsource personal data related functions.
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