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Introduction
The integration of digital technologies into the workplace has substantially altered the boundaries between employees’ professional activities and their private lives. In this context, an employer’s ability to monitor the use of a work computer raises critical issues of lawfulness from the perspective of personal data protection. In particular, questions arise regarding the scope of employees’ reasonable expectation of privacy in the workplace and the conditions under which the employer’s processing of their data may be considered lawful. Within this framework, legitimate concerns emerge that directly affect employees, such as whether the employer may monitor the use of a work computer, gain access to files stored on it, or even review their electronic communications in the course of performing their duties.

The Protection of Employees’ Privacy within the Employment Context
At the outset, it should be emphasised that the collection and processing of employees’ personal data, even where intended to ensure the proper functioning of the undertaking, to fulfil the purposes of the employment contract and the employment relationship itself, and to serve the employer’s freedom to conduct a business, cannot take place without oversight and limitations. Employees retain a legitimate and reasonable expectation of protection of their private life even while present in the workplace. This expectation cannot be diminished or restricted merely because the employee uses equipment, communication devices, or other professional facilities and infrastructure belonging to the employer.
In contemporary working conditions, the boundaries between professional and private life are becoming increasingly blurred. In particular, the possibility of remote work and the use of devices or technologies owned by the employee further erode these boundaries, while simultaneously increasing the flow of employees’ personal data to which employers or even third parties may have access. The European Court of Human Rights (ECtHR), in its interpretation of Article 8(1) of the European Convention on Human Rights (ECHR), has consistently held that the concept of “private life” should not be interpreted narrowly or restrictively[footnoteRef:2]. More specifically, it has recognized that there is no justification for excluding professional activities from the scope of protection afforded to private life. Furthermore, in its relevant case law, the Court has interpreted the notion of “home” under Article 8 ECHR as also encompassing professional premises—that is, the workplace itself—irrespective of the ownership status of the premises or the legality of the activities carried out therein. [2:  BĂRBULESCU v. ROMANIA (Application no. 61496/08) https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22001-177082%22]} 


] 

Accordingly, employees do not forfeit their right to the protection of their private life and personal data upon “entering” the workplace. On the contrary, they retain a reasonable expectation of a certain degree of privacy within the working environment, particularly given that a significant part of their social and interpersonal relationships develops there. It is important to underline, however, that although employees enjoy a legitimate and reasonable expectation of privacy even within the framework of their professional activities, this right must be balanced, on the one hand, against the employer’s right to protect the undertaking from actions by employees that may jeopardize its reputation and overall proper functioning and, on the other hand, against the purpose and function of the employment contract, which must be duly performed.

Monitoring and Access to the Computer Used by the Employee in the Performance of Their Duties
The use of computers and internet access constitutes a fundamental and integral element of contemporary working life. However, it is frequently observed that employees also make use of internet access during working hours for personal purposes, such as browsing websites unrelated to their professional duties or storing personal files on the hard drive of a work-issued computer. The monitoring and recording of employees’ activity, as well as the employer’s access to personal data stored and maintained on the computer used by the 

employee for the performance of their professional duties, constitute processing within the meaning of the GDPR (Regulation (EU) 2016/679)[footnoteRef:3]. [3:  See Decision 34/2018 of the Hellenic Data Protection Authority https://www.dpa.gr/el/enimerwtiko/prakseisArxis/eleghos-ilektronikoy-ypologisti-ergazomenoy-apo-ton-ergodoti ] 

Accordingly, for such processing of employees’ data by the employer to be considered lawful, the requirements set out in Articles 5 and 6 GDPR must be satisfied. In particular, monitoring and access to personal files stored on the devices used by employees in the provision of their services—activities which qualify as processing of personal data—must be based on one of the legal bases exhaustively provided for in Article 6 GDPR, and must cumulatively comply with the general principles governing lawful processing under Article 5 GDPR (namely, the principles of lawfulness, fairness and transparency; purpose limitation; data minimization; proportionality and necessity; accuracy; and integrity and confidentiality).
Furthermore, pursuant to Article 13 GDPR, the employer, acting as data controller, is under obligation to provide employees with clear and comprehensive prior information regarding the introduction and use of monitoring and surveillance measures relating to their activities[footnoteRef:4]. According to the Article 29 Working Party[footnoteRef:5], employees must be informed in advance about the monitoring of their work-related activities, the purposes of the processing of their data, and any other information necessary to ensure fair and lawful processing. In addition, employees should not only receive prior notification but should also be provided with an intelligible, clear and precise statement of the relevant monitoring policies and procedures. [4:  See Directive 115/2001 of the Hellenic Data Protection Authority https://www.dpa.gr/el/enimerwtiko/prakseisArxis/prostasia-ton-prosopikon-dedomenon-sto-pedio-ton-ergasiakon-sheseon ]  [5:  See Opinion 02/2017 of the Article 29 Working Party https://ec.europa.eu/newsroom/article29/items/610169/en ] 

It should also be noted that where monitoring of employees’ electronic activity is carried out through the use of artificial intelligence, for example, through AI applications intended to assess employee performance, the lawfulness of such processing must also be examined in light of the provisions of Regulation (EU) 2024/1689 (the AI Act).


The Pursuit of the Employer’s Legitimate Interests as a Legal Basis
One of the principal legal bases that may justify the monitoring of employees’ activities (including the monitoring of electronic communications) and the employer’s access to data stored on the computer used by employees in the performance of their duties is Article 6(1)(f) GDPR, namely where such access is considered necessary for the purposes of the legitimate interests pursued by the employer. However, it is not sufficient that the employer merely seeks to rely on the pursuit of a legitimate interest through access to the employee’s computer. Rather, that interest must clearly prevail over the rights and interests of the employee, without undermining their fundamental rights and freedoms.
The legitimate interest pursued by the employer may also relate to the exercise of managerial authority, from which derive employees’ ancillary duties of loyalty[footnoteRef:6]. These duties include, inter alia, obligations to provide relevant information to the employer and to prevent the leakage of technical expertise, confidential information, or commercial and business secrets. In this context, such legitimate interests may include ensuring the proper functioning of the undertaking through the establishment of employee monitoring mechanisms, as well as the employer’s need to protect the company and its assets from significant risks or the disclosure of confidential industrial information or know-how[footnoteRef:7]. [6:  See Decision 37/2007 of the Hellenic Data Protection Authority https://www.dpa.gr/el/enimerwtiko/prakseisArxis/eleghos-ypologisti-ergazomenoy   ]  [7:  See Opinion 02/2017 of the Article 29 Working Party https://ec.europa.eu/newsroom/article29/items/610169/en ] 

For the interpretation and application of Article 6(1)(f) GDPR (legitimate interests), the European Data Protection Board (EDPB) has issued Guidelines 01/2024[footnoteRef:8], according to which reliance on this legal basis requires, first, the existence of a legitimate interest, second, the necessity of the processing in relation to the pursued interest, and third, the balancing of that interest against the rights, freedoms, and interests of the data subject. This assessment once again reflects the application of the principles of proportionality and necessity. [8:  See Guidelines 01/2024 of the European Data Protection Board (EDPB) https://www.edpb.europa.eu/our-work-tools/documents/public-consultations/2024/guidelines-12024-processing-personal-data-based_en] 



The Problematic Nature of Employee Consent
Particular attention arises as to whether an employer may process employees’ personal data through the aforementioned monitoring measures where the employer has previously obtained the employee’s consent. In other words, the question that emerges is whether the employee’s consent itself may serve as the lawful basis for such processing. In order to address this question, it should be recalled that one of the defining elements of valid consent under the GDPR is that consent must be freely given. The requirement that consent be “freely given” emphasises that data subjects must enjoy a genuine choice and retain control over their decision[footnoteRef:9]. [9:  See Guidelines 05/2020 of the European Data Protection Board (EDPB) on Consent https://www.edpb.europa.eu/sites/default/files/files/file1/edpb_guidelines_202005_consent_el.pdf  ] 

Consent is considered freely given only where the data subject has a real possibility of choice and is not exposed to any risk of deception, intimidation, coercion, or significant adverse consequences in the event that they refuse to provide it. Where the data subject lacks a genuine opportunity to refuse, feels compelled to consent, or fears negative consequences if consent is withheld, consent cannot be regarded as freely given and is therefore invalid[footnoteRef:10]. [10:   See Opinion 15/201 of the Article 29 Working Party https://www.dpa.gr/sites/default/files/2019-10/WP187_EL.PDF  
] 

Taking Recital 43 GDPR as a starting point, it becomes possible to identify the conditions under which consent may be considered genuinely free. That recital highlights that consent cannot be regarded as freely given where there is a clear imbalance of power between the controller and the data subject. A characteristic example of such imbalance is the employment relationship itself, where the employee’s dependence on the employer may affect the exercise of their free will. Indeed, this concern regarding inequality between the parties and asymmetry in bargaining power reflects a well-established position in both national case law and the case law of the Court of Justice of the European Union, particularly in the field of consumer protection law.

The imbalance of power in the workplace renders the processing of employees’ personal data a particularly sensitive issue. Taking into account the dependency inherent in the employer–employee relationship, it is unlikely that employees are able to refuse consent to the processing of their personal data without fearing—or running a genuine risk of—adverse consequences. In this sense, it is difficult for employees to respond freely to requests for consent made by their employer. For this reason, the European Data Protection Board (EDPB) considers the processing of personal data of current or prospective employees on the basis of consent to be problematic, since such consent is unlikely to be freely given.
This does not, however, mean that reliance on consent is prohibited in all circumstances. There may be situations in which the employer is able to demonstrate that the employee’s consent has indeed been freely given. In practice, however, employers have tended to rely on employee consent cumulatively alongside other legal bases as a safeguard and as an additional means of reinforcing the lawfulness of the processing of personal data. Nevertheless, as already noted, employee consent cannot, as a general rule, constitute an appropriate and sufficient legal basis on its own, due to the inherent imbalance characterizing the employer–employee relationship.

Special Categories of Personal Data
At the outset, it should be noted that the Regulation uses the term “special categories of personal data” (Article 9 GDPR), rather than the term “sensitive data,” which had been commonly used under the previous legal framework. Moreover, the Regulation itself does not introduce an explicit formal distinction between “ordinary” and “sensitive” data; rather, this distinction is primarily a product of legal scholarship, intended to facilitate the systematization and clearer understanding of the scope and level of protection afforded to personal data.
The processing of special categories of personal data (Article 9 GDPR) within the context of the employment relationship between employer and employee is permitted only under strict conditions and for specific, lawful purposes. The employer is required to comply with the aforementioned fundamental principles of necessity, proportionality, and data minimization, while ensuring the confidentiality and security of such data. Particular caution is required with regard to data relating to health, political or religious beliefs, racial or ethnic origin, political opinions, trade union membership, genetic or biometric data, as well as data concerning a person’s sex life or sexual orientation, as their processing is permitted only in exceptional circumstances provided for by law.
The collection of special categories of personal data by the employer does not constitute the rule but rather the exception and is permitted only where it is strictly necessary or directly related to the nature of the work performed. An employer may process such data where required for the purposes of occupational health and safety, where mandated by labour or social security legislation, or where necessary for the performance of the employment contract itself, such as, for example, in the case of healthcare professionals (e.g. physicians and nurses), or employees working as drivers or machine operators, where their physical and mental fitness must be assessed.

Key Takeaways for Employers 
From the foregoing, it becomes clear that answering the common questions regarding whether an employer is entitled to monitor the computer used by an employee, as well as the employee’s electronic communications, is not straightforward and cannot be addressed without first considering certain critical parameters. As discussed above, such actions constitute the processing of personal data, and consequently, their lawfulness must be assessed under the provisions of the GDPR.
Based on the above analysis, the conclusion that can be drawn is that, in principle, monitoring is prohibited. However, it may be permitted exceptionally where a lawful basis for processing exists beforehand—such as the pursuit of the employer’s legitimate interests—provided that such interests clearly outweigh the rights of employees, that the principles of lawfulness, fairness, transparency, purpose limitation, data minimization, proportionality, necessity, accuracy, and confidentiality set out in Article 5 GDPR are cumulatively respected, and that the employee has been given clear, specific, and comprehensive prior information.

Within the scope of the employer’s obligation to inform employees, and to avoid misunderstandings or misinterpretations, it should be clarified that merely notifying employees that the use of the computer is permitted exclusively for professional purposes, and not for personal use, does not suffice to legitimize monitoring or access to the data stored therein. This highlights the employer’s particular obligation, as derived from Articles 24(1) and 24(2) GDPR in conjunction with Recital 78 GDPR, to maintain up-to-date internal policies and regulations regarding the proper use and functioning of IT and communication equipment and networks, and to ensure these are effectively communicated to employees.
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